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Plate-forme EREBOR : Le projet

* Projet de recherche

= Simulation hybride (au sens couplage)
= Sécurité des systemes d’information

= Objectifs

] Formation
= Tests

= [|nitiateurs du projet

= CERVI/Li2/ENIB
= DGA/CELAR
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Plate-forme EREBOR : Interaction — Création / Modification du Sl virtuel

.
.
.
N Refresh .
.

=
Base Entity IStatlc Templates | Global Ter | *f =

cerv

Computer Components

‘ Computer

- Central Unit
- Motherboard

. o

.
M
.
.
.
_ MNetcard hd|

Network Components

-

Software Components

Toolkit
création des entités
du monde virtuel

Ecole Nationale d’Ingénieurs de Brest

Vue d’architecture 2D du Sl virtuel

Vue 2D permettant I'interaction avec le SI
(entités crées, branchement cables...)
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Plate-forme EREBOR : Interaction —
Création / Modification d’une entité du Sl virtuel : un Systéme d’exploitation

.
MyOperatingSystem. 8 Properti * [~MyOperatingSystem.8 Properti

= N
Alias IOpErat\ngSysta‘n.S (logzer = Logger.65) . Alias IOparanngSystam.B (logger = Logger.65)

Name [MyOperatingSystem. s (@) start .9 stop E Name [Myoperatingsystem.s Start | € stop
.
.
.

Model ILogger |Lugga'751mulahon |Logg&7T‘rackmg I

Model

Logger ILDgga_Sirnulatinn ILDggEr_T‘ra::king |

:
:
:

Route config Route config

- -
Stack TCE/P Target:  [0.0.0.0 Gateway : [192.168.120.1 : E— 1cMP : ¥ Reply to Echo Request (ping)
- :
Cache ARP Genmask :[0.0.0.0] mterface : [ etho =] . Cache ARP P: I™ 1p forwarding (such as router)
TGP Server . TCP Server
Terminal @uer 4 add | - v |x | Terminal
Network stats
WNetwork stats Target I Gateway | Genmask | Interface I

192.168.120.0 * 255.255.255.0 eth0

:
:
: stack Pammeters (ixperimenta) |
default 192.168.120.1 0.0.0.0 etho : TTL : 64
:
:

TCP window size : |41 28

Arp cache timeout : Isnnnn

IP fragmentation timeout: I 10000

Arp reply timeout: Ilnnn
Tep ack timeout @ Isnnn

Qu | P @uw |

Propriétés d’un systéme d’exploitation :
Modification de la table de routage

Propriétés d’un systéme d’exploitation :
Modification des attributs

de la pile TCP/IP
(ip forwarding, ttl, tcp window size, timeout...)
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Plate-forme EREBOR : Interaction —
Création / Modification d’une entité du Sl virtuel : un Switch

H
- MySwitch.7 Properti E MySwitch.7 Broperti
alias [switch.7 (logger = Logger.189) = | Alias [switch.7 (logger = Logger.189)
.
Name IMySw'Jtc:hJ start €9 swop H Name IM}Smtch_? () start .9 stop
| . |
H
Model | Logger | Logger_simulation | Logger_Tracking | . Model | Logger | Logger_simulation | Logger_Tracking |
|| N | | | [ —
Cache ARP . Cache ARP
Network stats Login Password |“““* o Apply - Network stats ¥ auto Refresh ARP Entries (g9 Refresh | @ Clear |
— = | H
Networl Attack = Network Attack
Enable Password I“"‘"‘""“""“r o Apply : Protocol I Address I Age (min) I Hardware Addr I T2
I™ Hub dispatching H 1 |unknown - 2/ 00:04:00:CB:B 7
H 2 |mtemnet 192.168.120.167 2/ 00:04:75:AE:45:€ A
¥ Enable Telnet .
H 3 |unknown - 2 00:0E:BIAEICH A
' Enable Http . 4 |Address Resolutic 192.168.120.207 2/ 00:11:20:00:00:0 A
HW Address |00:“:20,00,00:18 o Apply @nnd - 5 |Address Resolutic 192.168.120.208 2 00:11:20:00:00:C A
= : 5] Address Resoluti( 192.168.120.209 2 00:11:20:00:00:C A
|.95.‘?.‘?...@9.9?.%%5?9.)......................j H 7 | Address Resolutid 192.168.120.210 2 00:11:20:00:00:C A
1P Address |192_163_120_224 o Apply @ﬁnd . 8 |Address Resolutic 192.168.120.211 2/ 00:11:20:00:00:C A
—_— . 5 |Address Resoluti( 192.168.120.212 2 00:11:20:00:00:C A
Netmask |255.255.255\0 Q? Apply : 10 |Address Resolutid 192.168.120.214 2 00:11:20:00:00:C A
H 11 | Address Resolutil 192.168.120.215 2/00:11:20:00:00:C A ¥
MTU |1suu o Apply . o | v
— 1 H
H
@ﬂdp | H @ﬂdp
.
H
H
H
.
.
.
H
H
Y ; . - ; Y ; . .. .
Propriétés d’un switch administrable : : Propriétés d’un switch administrable :
- - r V4 . - gmm -
Configuration générale : Vue / Modification du cache arp
H
. H
(login/pass, mode hub, acces telnet/http, adresses :
mac/ip, mtu...) :
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Plate-forme EREBOR : Controle / Interaction

W (T ) |@‘ Warning | €9 Ervor
Fenétres d’alertes / logs e [Cetegory [ lam [ tones [iog ope | pemmis =
14.01.2005 14:59:59 ../model /switch.cppia40 Debug  Switeh MySwitch.2 MethodCall  SwitchopullFrame()
14.01.2005 14:39:39 ../model /switch.cppi449  Debug  Switch MySwitch.2 Misc memepy() effectued
i : ; ’ T e 14.01.2005 14:39:39 ../model /switch.cpp:582 Debug  Switch MySwitch.2 Methodcall Switch::pullFrame()
Vlsualls.atlon des traces. d a,CtIVIte de Chaque entite 14.01.2005 14:39:39 ../model /switch.cpp:582 Debug  Switch MySwitch.2 Methodcall Switch::pullFrame()
/ enregistrement du trafic réseau au format pcap 14.01.2005 14:39:39 .. /model fswitclcppiS82 Debug  Switch MySwitch.2 MethodGall Switch::pullFrame()
14.01.2005 14:39:39 ../model /switch.cpp:638 Debug  Switch MySwitch.2 Misc Switch:processQueu
14.01.2005 14:39:39 ../model /switch.cpp:641 Debug  Switch MySwitch.2 Methodcall pulling frame to Myt
Visualisation des Connexions aux entités du 14.01.2005 14:39:39 ../model /switch.cpp:855 Debug Switch MySwitch.2 MethodCall Switch::processQuen
. . 14.01.2005 14:39:40 ../model /switch.cppi438  Debug  Switch MySwitch.2 MethodCall Switch::pullFrame()
réseau virtuel 14.01.2005 14:39:40 ../model /switch.cpp:440 Debug  Switch MySwitch.2 MethodCall  Switch::pull Frame()
14.01.2005 14:39:40 ../model /switch.cppi449 Debug  Switch MySwitch.2 Misc memepy() effectued
14.01.2005 14:39:40 ../model /switch.cpp:582 Debug  Switch MySwitch.2 MethodGall Switch::pullFrame()
attaq ues déteCtéeS par |DS 14.01.2005 14:39:40 ../model /switch.cpp:638 Debug Switch MySwitch.2 Misc Switch::processQuen
14.01.2005 14:39:40 ../model /switch.cpp:641 Debug  Switch MySwitch.2 MethodGall pulling frame to My
14.01.2005 14:39:40 ../model /switch.cpp:855 Debug  Switch MySwitch.2 MethodCall Switch::processQuen =
< 3

Model | Logger | Logger_simulation | Logger_Tracking |

Ecole Hationale
d'Ingénieurs de Brest

Alert Window

Date Instance Details

13.01.2005 14:33:23 http switch access MySwitch.7 somebody access
13.01.2005 14:33:34 http switch access MySwitch.4 somebody access

Date

Snort Alert Window

Title

Classificati

Page 8/16
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13.01.2005 14:30:10 192.168.120.164 192.168.120.202 ICMP PING NMAP Attemnpted |
13.01.2005 14:31:18 192.168.120.164 192.168.120.250 ICMP PING NMAP Attemnpted |

4] |

Type:8 Code:0 ID:19576 Seq:27208 ECHO
[¥ref == http://www.whitehats.com/info/IDS162]

4| |
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Plate-forme EREBOR : Immersion dans un environnement virtuel 3D
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Plate-forme EREBOR : Immersion dans un environnement virtuel 3D
(Granularité des entités du monde virtuel)

Vi

= o 4 © =
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€ o (U & La plate-forme EREBOR
g %ﬁ@ & T *
S0t
385 U Plate-forme EREBOR : Simulation / Simulation hybride — Virtuel > Réel

e e
B vew |(ﬂExit |fEd1t | | @ start |.
-t ) =
2 g 8 rerminal n°l | Starting mnap 0.5 ( http://www.enib.fr/1i2/ )
?, O - I @ Start | . Interesting ports on 192.168.120.111:
=3 - m e (The 6 ports scanned but not shown below are in state: closed)
‘: (3] L) receive 40 bytes from 192.168.120.1 icmp_seq=5 = PORT STATE SERVICE
He E b ol send 40 byte eq =0 ttl =64 22/tcp  open unknow
> b~ receive 40 bytes from 192.168.120.1 icmp_seq=6 80,/tcp  open unknow
N “9 2 send 40 bytes to 192.168.120.1 icmp_seq=7 ttl=64 139/tcp  open unknow
— c > receive 40 bytes from 192.168.120.1 icmp_seq=7 445/tcp  open unknow
c - 9 send 40 bytes to 192.168.120.1 icmp_seq=8 t =64
‘Q .d_', c receive 40 bytes from 192.168.120.1 icmp_seq=8 Mnap run completed -- Thank's to use it |
m qh, ‘O send 40 bytes to 216.239,59 104 jomp seq=1 ttl=564 send 64 bytes to 192.168.130.203 icmp_seq=1 ttl=128
o =9 recsive 40 bytes p_seq=1 receive 64 bytes from 192.168.130.203 icmp_seq=1
© ~S _‘E send 40 bytes to 216.239.59.104 icmp_seq=2 ttl =564 send 64 bytes to 192.168.130.203 icmp_seq=2 ttl =128
c o)) g o) receive 40 bytes from 216.239.59.104 icmp_seq=2 receive 64 bytes from 192.168.130.203 icmp_seq=2
Q c ) send 40 bytes to 216.239.59.104 icmp_seq=3 tl =64 send 64 bytes to 192.168.120.1 icmp_seq=1 ttl=128
O = = receive 40 bytes from 216.239.59.104 icmp_seq=3 receive 64 bytes from 192.168.120.1 icmp_seq=1
8- © g send 40 bytes to 216.239.59.104 icmp_seq=4 tHl =64 send. 64 bytes to 192.168.120.1 icmp_.seq=2 tl=128
o e o receive 40 bytes from 216.239.59.104 icmp_seq=4 j receive 64 bytes from 192.168.120.1 icmp_seq=2
o5 5 Ping virtuel >réel >internet _Nmap virtuel > reel /
o R Z Ping virtuel S virtuel / réel
s 50 pmamn
c oY g,wf*“""“” o *
[T 0 (o] w«»‘” a |
888 s oy
= L E
’ TR
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Plate-forme EREBOR : Simulation / Simulation hybride — Réel - Virtuel

Connexion telnet sur un switch
virtuel administrable

erification

~d 1 erebor

Visualisation du cache arp

idHetport. 1

Modification du
TTL a la volée

Débranchement du
cable dans le virtuel
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Plate-forme EREBOR : Simulation / Simulation hybride — Réel - Virtuel

P T
. >

. o Traceroute réel - virtuel en passant par 2 switchs
e pases ™ virtuel et 1 routeur virtuel

Port hybride

aerm — [

2. 12000 netm 0 guw 190

Table de routage de la machine réelle

+h||
=thi

L«

Utilisateur - 192.168.130.203
.
_| Ll_l
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Connexion http sur un switch virtuel administrable

Cisco Catalyst Switch - Horre - Mozilla, — [ >

. Eile Edit View Go Bookmarks Tools Window Help

i @a e @ @ [« http://192.168.120.202/ | [Cy search | d%go

m Close Window Toolkit: Roll over taol:

Cisco WS-C2950T-24

Home: Summary Status

Network Identity e

”
IP Address / 182.168.120.202 \
MAC Address \@:11:20:00:00:0y

A TS
System Details

Host Mame ( MySwitch.1 )

System Uptime not yet implemented !

Serial Mumber FOCO74A7YRZ2

Software Version 12.1(19)Ealc

System Contact

System Location

N EEm

Close Wirdlow ] O i, €opyright (e} 2003 by Cisco Systems, Inc.

o | |

S
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Plate-forme EREBOR : Fonctionnalités logicielles

= Ordonnanceur hybride : temps réel + virtuel

= Enregistrement du trafic réseau (format pcap)

= Interaction avec le réseau virtuel a la volée

= Création / sauvegarde / chargement de modéles de systéemes
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Merci de votre attention.
Avez-vous des questions ?
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